Section 8

Section 8.19
Computer Use

The Hamilton County Alcohol and Drug Addiction Services Board provides computers to staff as a work-tool.
Computers and all components are the property of the Hamilton County Alcohol and Drug Addiction Services
Board and may be monitored at any time. The computers and all components are intended for official government
use. The confidential nature of Hamilton County Alcohol and Drug Addiction Services Board extends to the
computer systems. All employees using computers must agree to comply with all components of the following
Hamilton County Alcohol and Drug Addiction Services Board Computer Use Statement. The confidentiality of
client information located on ADAS Board computers must be protected as required by 42 Code of Federal
Regulations Part 2 (see Section 8.02) and the Health Insurance Portability and Accountability Act of 1996. For
additional resources, please refer to the HIPAA Security and Privacy Policy Manual.

Computer Systems
ADAS Employees and contractors are required to maintain the integrity, condition, and security of the computer

information systems through adherence to the following:

Staff Responsibility

1. Reporting any PC/Terminal malfunction as soon as possible to the Director of Information Systems (DIS)
or supervisor. This includes network computers, mainframe terminals, printers, or other peripherals
including software applications.

2. Maintaining the condition and integrity of the computer hardware, the software, and the data produced and
stored on the computer. This would include, but not be limited to, the following items.

3. Maintain current information and delete information that may no longer be applicable or required. When
data is no longer current or required, the first step in the process, prior to deletion is to back up the
information contained on the local drive. This will ensure recovery capabilities in the event that the data is
needed at a later time. If the employee is unsure of the need for the data or if the data is being maintained
for the ADAS Board or for someone other than the operator, the employee must secure approval of the DIS
prior to deletion of any information.

4. Do not open the casing on the Central Processing Unit (CPU) or in any other way attempt to remove,
install, or repair components of the system.

5. Do not change the standard configuration that is installed with each networked PC without permission of
DIS. These settings were implemented based on recommended network normalization techniques and to
maximize system resources. '

6. Do not trade equipment (printers, etc.) with another computer user or move any computer equipment.

Move requests should be made to the DIS.

Do not install personal hardware components with Agency supplied equipment.

Do not install software, including screen savers, without approval of DIS. Software may not be installed to

or copied from any network drive devices. If DIS approves installation of software provided by employee,

employee must provide proof of licensure for software to be used on ADAS system prior to installation.

9. Do not trade unauthorized duplicated software. This is often in violation of federal copyright law which
may lead to civil and criminal prosecution and monetary penalties. The Board is not responsible if an
employee violates the law unless where directed to by employer.

10. Do not take software, hardware, or computer supplies home for personal use. Occasionally it may be
necessary to take work equipment or files home to insure timely completion of job duties. Under these
circumstances, if completion of the task requires transportation of information via computer media, it is
appropriate to use Board computer supplies with the permission of DIS or CEO. All information used at
home must be kept secure, confidential, and must not be shared with others.

11. Do not take software, data files, hardware, or computer supplies home for ADAS business use without
permission of CEO and DIS. Such use will only be permitted if required to insure timely completion of job
duties. All information used at home or another non-ADAS location must be kept secure, confidential, in
accordance with all laws and regulations, and must not be observed by or shred with others.
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12. Do not copy, distribute, discuss, exhibit or divulge the contents of any information except within the
normal performance of your prescribed duties. Employees are minded that any record generated in the
workplace becomes public record. In the event of a public records request received from the public with
regard to accessing computer records shall be directed to the CEO, who will communicate the request to
the DIS.

13. Do not exchange data using diskettes that are not verified to be virus free. Antivirus software is installed
on your local system and should automatically scan any information opened from a diskette.

14. Do not transfer or copy files for transfer to any computer equipment not owned by the ADAS Board
without specific permission of DIS or CEO.

External access to information system

In limited cases, ADAS employees or contractors may be permitted to access data and information from the Board
information system using computer equipment located outside the ADAS offices or using mobile computers.
Installation of software on a computer not owned by ADAS, on ADAS computers located outside the offices, or a
mobile computer provided by ADAS, for this use may only be done with permission of the CEO and DIS and with
additional safeguards to assure security. In such cases, information my only be accessed for legitimate Board
business and must be kept secure, confidential, in accordance with all laws and regulations, and must not be shared
or observed by others.

Mobile computer equipment

Employees may be permitted routine or occasional use of a laptop/mobile computer for Board business only upon
approval of the CEO. The employee is responsible for securing the equipment and taking all reasonable steps to
assure safety and security of the equipment, including password protected access, allowing no access or observation
by others of data and files, and locking the equipment in a secure location when not in use. All other sections of
this policy apply to mobile computers provided to employees.

E-mail
The e-mail system is intended for official government use. All messages are subject to management review and
may be reviewed and disclosed by management at its option, with or without cause and without regard to content. -

Staff Responsibility:

1. Employees should not create or transmit any message they would not want read by a third party.

2. Occasional and incidental personal use is permitted but it must be infrequent and not interfere with timely
completion of job duties.

3. E-mail messages should be written in a courteous, professional and businesslike manner.

4. The E-mail system shall not be used in any way that may be insulting, disruptive, harmful or offensive to
other persons. Forbidden E-mail transmissions include, but are not limited to:

e Indecent messages, sexual innuendo, chain letters, harassing or threatening statements and material
which may be hostile or offensive on the basis of age, sex, race, color, religion, national origin,
disability, or sexual orientation.

¢ Fund raising, commercial interests, partisan political opinions, campaigns or endorsements (unless
allowed by Ohio Revised Code, Chapter 340);

* Any message that encourages violation of employer policies, procedures, rules or regulations, or any
message that expresses knowledge or allegations of such violation.

4. Employees who receive repeated, excessive or offensive incoming e-mails should notify the DIS.

5. E-mail access must not be used to conduct non-Board commercial business or engage in activities
regarding outside employment.

6. Do not E-mail client information to anyone or to a computer system outside the ADAS computer system.

E-mail of client information among ADAS staff is only permitted if both parties have permission to access

client information and transmission is necessary for legitimate business reasons.
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Internet Access

The Internet provides a powerful medium for sharing a wide range of information globally. Through group
communication, ideas and information can be shared with many jurisdictions to enhance public service and
government business. All internet access is subject to management review and may be reviewed and disclosed by

management at its option, with or without cause and without regard to content.

Staff Responsibility — All employees are expected to: _
1. Communicate in a professional manner, which will reflect positively on the employee, the ADAS Board

organization and the County.

2. Access and use the Internet for official Board use. Occasional and incidental personal use may be permitted

but must be infrequent, not interfere with timely completion of job duties, and be limited to appropriate

sites.

Exercise restraint regarding .the amount of time spent accessing the Internet.

Secure proper authorization prior to reproducing copyrighted material.

Refrain from accessing inappropriate web sites. Access to inappropriate web sites, such as (but not limited

to) those listed below, is strictly prohibited.

* Sexually related sites, sites promoting harassing or threatening statements, sites with material which
may be hostile or offensive on the basis of age, sex, race, color, religion, national origin, disability or
sexual orientation.

* Any sites that encourage violation of employer policies, procedures, rules or regulations or any
message that expresses knowledge or allegations of such violation.
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Reporting and Violation of Policy

Violation of any portion of this policy may result in disciplinary action such as a verbal or written reprimand,
suspension, or dismissal consistent with existing policies and procedures established by Hamilton County ADAS
Board. Employees who are aware of violations of this policy are to report it promptly to the DIS or CEO.

Updated 07/13/05



