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PURPOSE:

To establish, and implement as needed, procedures to assist in the restoration of any loss of data
in the event of a temporary or permanent disaster.

RECOVERY TERMS AND DEFINITIONS:

“Disaster” is defined as the temporary or permanent loss of computing ability at the Board offices.

POLICY:

B

All personnel of the Columbiana County Mental Health and Recovery Services Board must
be familiar with the contents of this plan and follow its guidance, as appropriate, in a
disaster. Familiarity with the plan and demonstrated competence in the requirements of
the plan are an important part of every staff member’s responsibilities.

The Board will follow the Disaster Recovery Plan procedures (See Below) related to the
following disaster classifications:

Type | Disaster - Minimal equipment failure
Type Il Disaster - Computer room damaged must relocate within current building
Type lll Disaster - Facility damaged must relocate to another building

PROCEDURES:

1L

Preventative Measures

a. Back up computerized files according to Board’s data backup plan (See Backup
Section of this policy), and store most recent backup tapes off-site.

b. Put servers, hubs, and routers on uninterruptible power supplies.
. Evaluate air conditioner and humidity control in computer room.

d. Evaluate security monitoring, including maintenance of HVAC.
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2.

High Priority Disaster Recovery Tasks:

Contact the Board’s agencies and employees and disclose the extent of the
damage. Provide arough estimate of down time. Establish communication
channels with agencies, ODMH, ODADAS, and other boards.

Contact the Board’s insurance company and disclose the extent of the
damage, if applicable.

Contact fire, water, and storm damage restoration company, if applicable.
Contract for services as needed.

Type | Disaster Recovery Tasks:

If one or more servers are down and need replaced, contact hardware and software
vendors.

a.

C.

If MACSIS operations are disrupted, contact Heartland Eas or the Wayne-
Holmes Mental Health Board to gain access through its connection to the
state’s systems.

Contact telecommunications vendors to restore communications, T1 lines,
and phone systems, if necessary.

Meet with staff to identify opportunities for system improvement.

Type Il Disaster Recovery Tasks:

Temporarily relocate salvageable equipment to another area not affected by the
disaster. If one or more servers are down and need replaced, contact hardware and
software vendors.

a.

Contact telecommunications vendors to restore communications, T1 lines,
and phone systems. If necessary, temporarily relocate T1 lines.

Contract with wiring company to temporarily reconnect the wide area
network.
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C. If MACSIS operations are disrupted, contact Heartland East or the Wayne
Holmes Board perthe Board Disaster Recovery Agreement (See Attachment
A).

Type lll Disaster Recovery Tasks:

Temporarily relocate salvageable equipment to Heartland East or the Wayne
Holmes Board. If one or more servers are down and need to be replaced, contact
hardware and software vendors. Restore data from backup tapes if necessary.

a. Contact telecommunications vendors to relocate communications T1 lines
and set up phone systems.

b. Contract with wiring company to temporarily reconnect the Wide Area
Network.

c. If MACSIS operations are disrupted, contact Heartland East or the Wayne
Holmes Board per the Board’s Disaster Recovery Agreement (See
Attachment A).

d. Meet with staff to identify opportunities for improvement.

TECHNICAL RECOVERY PROCEDURES:

A. Connectivity:

Loss of T-1Line to Heartland East ASC: If an outage lasts more than one week,
claims files, or other MACSIS files will be delivered by hand on diskette to the
Heartland East office in Canton. Files may also be FTP’d from a secure off site
computer.

Loss of telephone connectivity from contract providers to the Board offices: If the
outage lasts more than three days, the providers may hand deliver their files on
diskettes to the Board offices.







